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ABSTRACT
In this paper, we investigate the management of confidentiality in terms of security notions of McEliece
cryptosystem, the first encryption scheme using linear codes, proposed on the basis of the hard problems in
coding theory and its variants in the provably secure approach. The original McEliece is only a one way
function. Therefore to obtain the higher notions of security, modifications on the original scheme are
proposed. Li et al. in IEEE transactions on information theory (1994), proved that the security of McEliece
cryptosystem and Niederreiter cryptosystem, the dual of McEliece cryptosystem are equivalent. In this
paper we show that it is not true. Dolev et al. in their paper published in STOC (1991), coined the notion of
non malleability which formalizes an adversary’s ability to create a different cipher text yı for a plain text xı
from the cipher text y which is an encryption of x. It is seen that the McEliece system is malleable and
Niederreiter system is non malleable in view of the security notions existing in the provably secure
scenario.
Keywords: CCA-2 Security, CPA Security, McEliece Cryptosystem, Syndrome Decoding, Code
Indistinguishability.
1

INTRODUCTION

Confidentiality and authentication are major
goals of cryptography. Confidentiality can be
obtained using encryption and authentication is
obtained by digital signature. One of the basis of
the security of encryption is provable security. The
security notions widely used in the provably secure
approach for the encryption schemes are derived
from the subset of the cross product of the goal to
be achieved and the attack model. The goal to be
achieved belongs to the set consisting of
invertibility (INV), indistinguishability (IND) and
non malleability (NM). The attack models fall into
CPA (Chosen Plain Text attack) and CCA (Chosen
Cipher Text attack). There are two variants of
CCA, namely CCA-1(lunch time attack) alias non
adaptive chosen cipher text attack, where the
decryption oracle is provided to the attacker
(adversary) for training. Once the training is over
the challenge cipher text is provided. After the
provision of challenge cipher text no decryption
oracle is given for training so that adversary can

choose other cipher text in adaptive way to identify
the message. Whereas in CCA-2, the adaptive
chosen cipher text attack in which the adversary is
provided the decryption oracle for training before
and after the challenge cipher text. Hence the
adversary can take a training adaptively. The
strongest notion of the security for an encryption
scheme considered at present is that of
indistinguishability under chosen cipher text attack
(IND CCA-2).
While considering the goals, invertibility can be
achieved with the help of trapdoor functions. The
trap door functions are hard to invert unless one
possesses some secret trapdoor information. The
trap door function was conceptualized by Diffie and
Hellman [5] and realized by the RSA cryptosystem
Implementation by Rivest, Shamir and Adleman
[18]. The adversary can observe the encryption of
the single message that it wishes to crack and try to
find the plain text, which is having a negligible
probability of success without the trapdoor
information. The drawbacks of the cryptosystems
based on trapdoor functions are as follows.
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The fact that f is a trapdoor function does
not rule out the possibility of computing x
from f(x), where x is of special form.



The fact that f is a trapdoor function does
not rule out the possibility of easily
computing some partial information about
x from f(x).

To overcome these undesirable properties
Goldwasser and Micali [10] proposed the notion of
in distinguishability. It is desirable that an encrypttion scheme should not leak any information about
the clear text from the cipher text. Dolev et al. [6]
coined the notion of non malleability which
formalizes an adversary’s ability to create a
different cipher text yı for a plain text xı from the
cipher text y which is an encryption of x. The
security proof for cryptosystem is modelled in two
ways.




Complexity-based proofs: The complexitybased approach was put forth by Diffie and
Hellman [4]. They suggested that the
security of a cryptographic primitive could
be reduced to hardness assumptions of
certain fundamental problems, such as the
existence of one-way functions. The
approach proved very successful, as a large
number of cryptographic primitives, includeing pseudorandom generators, signatures and
secure protocols were shown to exist based
on general complexity assumptions, which is
termed as standard model.
Random Oracle Model: The well-known
Random Oracle Model (ROM), formalised
by Bellare and Rogaway [2], is one such
model. In the random oracle model, one
assumes that some hash function is replaced
by a publicly accessible random function
(the random oracle). This means that the
adversary cannot compute the result of the
hash function by himself: he must query the
random oracle.

The differences between random oracle and
standard model is as follows [12]




In the standard model (SM), a security proof
gives you a list of sufficient assumptions to
guarantee security properties.
In the ROM, no precise sufficient assumption on the hash function is provided, except
one which cannot be satisfied by efficient

functions. The ROM is a security model, not
an assumption.
Code-based cryptography was initiated by the
seminal paper due to McEliece [19], who presented
a cryptosystem, based on the hardness of both the
Bounded Decoding problem and the Goppa Code
Distinguishability problem. Initially, the scheme
did not gain sufficient acclaim, due to the large
key-sizes. Therefore Niederreiter proposed a
cryptosystem, that is dual of the McEliece Cryptosystem [11]. Unlike number-theoretic schemes that
are weak against an attack due to Shor [21],
McEliece and Niederreiter cryptosystems (when
using Goppa codes) are resistant against attack
proposed by Shor, thus making them strong
candidates for Post-Quantum Cryptography. Also,
in comparison with number-theoretic encryption
schemes, code-based schemes are computationally
efficient, as the underlying operations are vectormatrix multiplication and vector additions.
1.1

Related Work:

It has been proved that Niederreiter and McEliece
cryptosystem have equivalent security properties
[13]. The original McEliece [19] is shown as a one
way function alone and not IND-CPA. To make it
IND-CPA secure Nojiama et al. [15] uses
concatenation a random sequence r to message m
and encrypt [rǀm] where r is of k1 bits and m is of k2
bits .After decryption the last k2 bits are taken as the
message. Strenzke [22] proposes the McEliece
Cryptosystem in proven to be IND-CCA2 secure
under the random oracle model. Rosen et al. [20]
initiated the study of the one-wayness under
correlated products and Freeman et al. [9] propose
instantiation of lossy trapdoor functions and
correlation-secure trapdoor functions. They
proposed a correlation-secure trapdoor functions
based on the hardness of syndrome decoding,
thereby, obtaining a CCA2. Using the above
concept Dowsley et al. [7] showed that a
randomized version (IND-CPA secure) of the
McEliece cryptosystem with k repetition is shown
to be a IND-CCA2 secure scheme in the standard
model. The construction that adhere more to the
construction of Rosen and Segev [20] is given by
Persichetti [17]
1.2

Our Contributions:

This paper investigates the security notion of
McEliece cryptosystems and its variants and shows
how that the security of McEliece and Niederreiter
cryptosystems are not equivalent as shown in [13]
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and also show that the semantic secure McEliece
cryptosystem is also malleable.

check matrix
matrix satisfying

1.3

defined as

Organization of the paper:

Section 2 provides the hardness assumptions used
in the paper and the basic code-based cryptosystems (McEliece and Niederreiter). Section 3
gives the various schemes, the proof of security of
each scheme, the secure parameters used. The paper
is concluded in section 4.
2

PRELIMINARIES

A.

Notation

If x is a vector or a string, then ǀxǀ denotes its
length, while ǀSǀ represents the cardinality of the set
S. The membership notation x ϵ x or x ∉ x means x
is a member of x or x is not a member of x = {x[i]:
1≤ i≤ǀxǀ}. s ϵ R S denotes the operation of choosing
an element s from a set S uniformly at random. w←
A(x, y,…) represents the running of algorithm A
with inputs x, y, .. and producing output w. We
write w ← A (x, y,...) for representing an
algorithm A having access to oracle . We denote
by Pr [E] as the probability that the event E occurs.
Considering the decryption oracle x← Dsk(y) means
that for i= 1 .. ǀYǀ, x[i] ← Dsk(Y[i]). R(x1,…, xt) we
write R(x,x), meaning the first argument is special
and the rest are bunched into a vector x with ƖxƖ = t1. For a matrix M, its transpose is represented by
MT and its inverse (if it exists) is represented by M1
. If a and b are two strings of bits, we denote their
bitwise XOR by a ⊕ b. Let A be a m X n1 matrix
and B be a m X n2 matrix, the C = [A ǀ B] is a m X
(n1 + n2) matrix, with each row i of C being the
concatenation of the ith row of A with that of B.
Since, the proposed cryptosystems are codebased, a few notations regarding coding theory are
introduced. A binary linear-error correcting code of
length n and dimension k or a [n, k] - code is a kdimensional subspace of

. The rate of a code can

be calculated as . A code is high-rate if
.
If the minimum hamming distance between any two
codewords is d, then the code is a [n,k,d] code. The
hamming weight of a codeword x, wt(x), is the
number of non-zero bits in the codeword. For
, the code is said to be t-error
correcting if it detects and corrects errors of weight
at most t. Hence, the code can also be represented
as a [n,k,2t + 1] code. The generator matrix

of a [n, k] linear code C is a matrix of
rank k whose rows span the code C. The parity-

B.

of a [n,k] code C is a
. Hence, code C can be
or

.

Definition of the Security Notions

To formalize the indistinguishability and nonmalleability adversary A can be considered as a pair
of probabilistic algorithms A = (A1, A2). This
corresponds to A running two stages. The exact
purpose of each stage depends on the particular
adversarial goal. For both goals the basic idea is
that the first stage adversary, given the public key,
seeks and outputs some test instance, and the
second stage adversary is issued a challenge cipher
text y generated as a probabilistic function of the
test instance, in a manner depending on the goal.
Adversary A is successful if she passes(depends on
the goal) the challenge.
A Public-Key Encryption Scheme (PKE) is
defined as follows
Definition 1: A public-key encryption scheme is a
triplet of algorithms (Gen, Enc, Dec) such that:


Gen is a probabilistic polynomial time key
generation algorithm which takes as input a
security parameter 1n and outputs a
publickey pk and a secret key sk the public
key specifies the message space M and the
cipher text space C.



Enc is a (possibly) probabilistic polynomialtime decryption algorithm which receives as
input a public key pk and a message mϵM
and outputs a cipher text cϵC.



Dec is a deterministic polynomial-time
decryption algorithm which takes as input a
secret key sk and a ciphertext c, and outputs
either message mϵ M or an error symbol ┴



(Soundness) For any pair of public and
private keys generated by Gen and any
message m ϵ M it holds that
Dec(sk,Enc(pk,m))=m with overwhelming
probability over the randomness used by Gen
and Enc.

Definition 2: (IND-CPA security). to a two stage
adversary A = (A1,A2) against PKE we associate
the following experiment Expcpa PKE;A(n):
(pk,sk) ← Gen(1n)
(m0, m1, state) ← A1(pk) s.t. ǀm0ǀ = ǀm1ǀ
b ← (0,1)
c*← Enc(pk,mb)
b'← A2(c*,state)
if b=b' return 1 else return 0
We define the advantage of A in the experiment as
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AdvcpaPKE,A(n) = ǀPr[ExpcpaPKE;A(n) = 1] – 1/2 ǀ
The PKE is indistinguishable against chosenplaintext attacks(IND-CPA) if for all probabilistic
polynimial time (PPT) adversaries A = (A1, A2) the
advantage of A in the experiment is a negligible
function of n.
Definition 3: (IND-CCA1 security). to a two stage
adversary A = (A1,A2) against PKE we associate
the following experiment Expcpa PKE;A(n):
(pk,sk) ← Gen(1n)
(m0, m1, state) ← A1 Dec(sk,.)(pk) s.t. ǀm0ǀ = ǀm1ǀ
b ← (0,1)
c* ← Enc(pk,mb)
b' ← A2(c*,state)
if b=b' return 1 else return 0
AdvcpaPKE,A(n) = ǀPr[ExpcpaPKE;A(n) = 1] – 1/2 ǀ
Definition 4: (IND-CCA2 security). to a two –stage
adversary A = (A1,A2) against PKE we associate
the following experiment
Expcpa PKE;A(n):
(pk,sk) ← Gen(1n)
(m0, m1, state) ← A1(pk) s.t. ǀm0ǀ = ǀm1ǀb (0,1)
b ← (0,1)
c* ← Enc(pk,mb)
b' ← A2 Dec(sk,.)(c*,state)
if b=b' return 1 else return 0
The adversary A2 is not allowed to query Dec(sk,.)
with c*.
We define the advantage of A in the experiment as
AdvcpaPKE,A(n) = ǀPr[ExpcpaPKE;A(n) = 1] – 1/2 ǀ
We say that PKE is indistinguishable against
adaptive chosen-cipher text attacks (IND-CCA2) if
for all probabilist polynomial time (PPT)
adversaries A= (A1,A2) that makes a polynomial
number of oracle queries the advantage of A in the
experiment is a negligible function of n.
1) Non Malleability: The experiment for
nonmalleable CPA, CCA-1, CCA-2 can be
defined as follows :
Let A = (A1,A2) be an adversary. In the first stage
of the adversary’s attack, A1, given the public key
pk, outputs a description of a message space,
described by a sampling algorithm M. The message
space must be valid, which means that it gives nonzero probability only to strings of some one
particular length. In the second stage of the
adversary attack, A2 receives an encryption y of a
random message, say x, drawn from M. the
adversary then outputs a (description of a) relation
R and a vector y (no component of which is y). She
hopes that R(x, x) holds, where x ← Dsk(y). An
adversary (A1, A2) is successful if she can do this

with a probability significantly more than that with
which R( , x) holds for some random hidden
← M.
Definition 5 (NM-CPA, NM-CCA-1, NM-CCA-2):
Let ∏ = (K,ϵ,D) be an encryption scheme and let
(A1,A2) be an adversary. For atk ϵ cpa, cca1, cca2
and k ϵ N define

We insist, above, that M is valid: ǀxǀ = ǀx'ǀ for any
x, x' that are given non-zero probability in the
message space M. We say that ∏ is secure in the
sense of NM-ATK if for every polynomial p(k) : if
A runs in time p(k), outputs a (valid) message space
M samplable in time p(k), and outputs a relation R
computable in time p(k), then
is
negligible. The security notion of One-time
strongly unforgeable, or one-time existentially
unforgeable under chosen message attack (EUF1CMA) is as follows (based on [14]):
Definition 6: EUF-1CMA A signature scheme is
said to secure under EUF-1CMA, if there exists no
PPT algorithm A, which has knowledge of only the
verification key vk and the public parameters and
access for just one query to the signature oracle to
obtain a tuple(m',σ') , outputs a valid signature
(m,σ) ≠ (m',σ') with a non-negligible probability.
The probability that any PPT adversary A wins the
EUF- 1CMA game for a one-time signature
,
given the verification key vk is denoted by

C.

Security assumptions

The following are some of the hard problems on
which the security of the proposed cryptosystems is
based.
Definition 7: Syndrome Decoding Problem. For
some parameters [n, k, 2t + 1] given an
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and a matrix
, find a vector
with weight wt(e)≤ t such that HeT = a.
The advantage of a PPT algorithm D of solving
the problem is denoted by
.
Assumption 2: For any probabilistic polynomial
time distinguisher D,
is a
negligible function if it is not a high rate goppa
code, [8].

Where H is the parity check matrix of the Goppa
code and
D.

McEliece Cryptosystem

McEliece cryptosystem [19] uses the hardness of
syndrome decoding and code indistinguishability
for its security. The scheme is given below,

Secret Key:
– C a binary t error correcting linear code.
– a k X k non-singular matrix S,
– a n X n permutation matrix P


Public key: G' = SGP, where G is a
generator matrix of C.



Encryption: c→ mG'⊕ e, the message m is
a word of length k and e error vector of
weight t.

and Niederreiter are not in IND-CPA. For the INDCPA experiment the adversary gives challenger two
messages m0, m1 of the same length. The challenger
flips a coin and randomly select one of the
messages, encrypt it and gives to the adversary to
distinguish which message has been encrypted.
Consider the McEliece system. The Challenger
encrypts the message as c → mbG'⊕ e where b ϵ 0,
1. The adversary can check wt(c⊕ m0G') = t then
the message encrypted is m0 else it is m1. In the
case of Neiderreiter cryptosystem the checking is
direct as adversary can check whether
.Therefore both the cryptosystems are only one way
functions or in other words the goal achieved is
only invertability.
Now consider the non malleability for the
McEliece system, the rows of the generator matrix
form the basis for the code word C. The cipher text
is formed by multiplying message m with a
generator matrix added with a t error vector.
Addition of the row of the generator matrix (Public
key) will yield to a cipher text for m0 in such a way
that m and m0 are related. A typical example is as
follows G be a goppa generator matrix defined by



Public key:
check matrix of C.



Encryption:
, the message m is a
word of length n and weight t.

The encryption of m using McEliece encryption
by adding 2 bit errors, say in the 14th and 15th bit
positions is given as [1100001111110011]. Let m0
= [1101] be another message to be encrypted using
the same error vector. The encryption with G for
m0 by adding a two error bits at the 14th and 15th bit
positions is given as [1101010011100010]. This is
equivalent to adding the row numbered 4 of the
matrix G to the cipher text obtained from m using
the same error vector. Since it is possible to
generate a meaningful cipher text from the given
cipher text with a known relation McEliece
cryptosystem is malleable. There is no known
relation for the creation of new syndromes from
existing syndromes. Hence Neiderreiter is nonmalleable. Therefore the security of McEliece
system is not equivalent to that of Neiderreiter
system.



Decryption:

3



-1

-1

Decryption: m → S DecodeG (P c).

E. Neiderreiter Cryptosystem
Niederreiter’s cryptosystem [11] uses the
hardness of syndrome decoding for its security. The
scheme is given below,


Secret Key:
– C a binary t error correcting linear code.
– a (n - k) X (n - k) non-singular matrix Q,
– a n X n permutation matrix P
, where H is a parity

Even though McEliece and Niederreiter
cryptosystems are complementary and also not in
IND-CPA, the security properties are not equivalent
as Niederreiter is non-malleable and McEliece is
malleable. The following will show that McEliece

VARIANTS OF THE MCELIECE
CRYPTOSYSTEM

A. Randomized McEliece cryptosystem (INDCPA)
The original McEliece crypto system is only a
one way function that is invertible only and also
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a hash function which outputs l bits, secret
key P, g(X), which is the Goppa polynomial
of degree t

malleable. To make it IND-CPA (semantic secure)
secure a randomness is added and the following
scheme is shown to be IND - CPA [15].


Secret Key:
– C a binary t error correcting linear code.
– a k X k non-singular matrix S,
– a n X n permutation matrix P



Public key: G' = SGP, where G is a
generator matrix of C.



Encryption: c→ [rǀm]G'⊕e, the message rǀm
is a word of length k = k1 + k2 and e error
vector of weight t.



Decryption: rǀm→ S-1DecodeG(P-1c).

Even though the above system is IND-CPA it is
not non-malleable (NM-CPA) because of the
argument given in the previous section. That is by
adding a row of generator matrix to the given
cipher text yields to a cipher text corresponding to a
message, whose bit is changed from the original
message, only in that position as that of the row
number added to the first cipher text. Also it is
proved that an IND-CPA cryptosystem is not NMCPA. But the converse is true. The proof is given
by Bellare et al. [1].
B.

IND-CCA1 Construction

Pass et al. gave a construction for a nonmalleable encryption scheme from any semantically
secure one which is a non black box construction
[16]. This is improved by Choi et al. [3], and
proposed a black box construction using the method
of encrypting an encoding of the message with
certain locally testable and self-correcting
properties. If one adapt the above construction it is
similar to the construction specified by Dowsley et
al in constructing IND-CCA2 McEliece encryption
in the standard model[7].
C.

D.

IND-CCA2 secure McEliece in standard
model

The scheme proven to be secure in the standard
model is said to be practical as compared to the
random oracle model. Dowsely et al.[7] proposed
McEliece encryption which is IND-CCA2 secure
McEliece in standard model
and a k-

Public key pk =
vk

bit string vk we write pk =
We will use the same notation for secret keys sk.

.



Key Generation: Gencca2 is a probabilistic
polynomial time key generation algorithm
which takes as input a security parameter 1n.
Gencca2 calls PKEs key
generation
algorithm
2k
times



Encryption: Enccca2 is a probabilistic
polynomial time encryption algorithm which
receives as input the public key pk =

IND-CCA2 secure McEliece in random
oracle model

The encryption scheme proven to be IND-CCA2
secure is considered to be the most secure system as
far as encryption is concerned. The scheme is a
variant of converting one way function to INDCCA2 secure using the Fujisaki Okomoto
transformation [22]. The scheme is as follows.


As per the theorem by [1] an IND-CCA2
cryptosystem is NMCCA2 and the converse is also
true. Hence the above system is IND-CCA2 as well
as NM-CCA2 also. The same argument can be
followed for the cryptosystem in the next section
also.

The message m ϵ
, public key Gpub which
is a generator in the systematic form
corresponding to the permuted goppa parity
check matrix HPT, where H is the parity
check and P is the permutation matrix. H() is

and a message mϵM
and proceeds as follows:
1.

Executes the key generation algorithm of
the signature scheme obtaining a signing
key dsk and a verification key vk.
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2.
3.
4.

Compute c' = Enck(pkvk ,m, r) where r is
random coin.
Computes the signature σ = Sign(dsk, c' ).
Outputs the cipher text c = (c' ,vk, σ).

Decryption: Deccca2 is a deterministic polynomial
time decryption algorithm which takes as input a
secret key
and
a cipher text c =(c', vk, σ) and proceeds as follows:
1) If V er(c’, vk, σ) = 0, outputs

and halts.

2) It computes and outputs
Note that if c' is an invalid cipher text (i.e. not all c1'
decrypt to the same plaintext), then Deccca2 outputs
┴

4

as Deck outputs ┴.
CONCLUSION

In the paper, we surveyed the security properties of
the McEliece cryptosystem and its variants. The
scheme does not gain popularity during the time of
proposal due to large key size. Now this system is
identified as a candidate for developing the post
quantum cryptographic protocols. It is found that
McEliece cryptosystem original proposed is
malleable, so also the semantically secure McEliece
cryptosystem. The IND-CCA2 variant in the
standard model using k repetition for the encryption
hence the overhead is very huge, as the public key
for the original McEliece is very large. An INDCCA2 McEliece system without k repetition in
standard model is a promising solution in
developing the post quantum cryptographic
systems.
5
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