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ABSTRACT
Privacy is the right of individuals to determine for themselves when, how and to what extent information
about them is communicated to others. Due to the rapid growth in popularity of web services, the
complexity of their access control policies is also rising, thus, increasing the likelihood of inadvertent
privacy disclosures. Anyone involved in e-business transactions would believe that it is axiomatic that
privacy is a building block of effective collaborations of web services. Most of the stakeholders are
reluctant to use web services as they are not confident about the privacy preservation of their credentials
and this attitude is hampering the growth of web based businesses. These web services collect, store,
process and share information about lakhs of citizens, who have different notions and preferences related to
their Privacy. This promotes a number of ethical, legal and technical issues that must be addressed at a
global level to preserve online privacy of e-Citizens. This paper provides an appraisal of privacy related
works in web services access control process.
Keywords: Access Control, Trust, Web Services, Privacy, Service Collaborations.
1

INTRODUCTION

Access control is a mean to protect information.
It aims to control access to information within the
information systems. The access control process is
established with the two main security goals:
Protecting the information and resources of the
system from unauthorized access and preventing
unauthorized alterations of the data and resources.
A definition of access control is given by Samarati
et al. [1]: “The access control process is a process
which enforces protection of information by
controlling all access to a system and its resources
and ensuring that all and only, authorized access
can take place”. There are three components of
Access Control:
• Security Policies (what is allowed & what is
not allowed)
• Model of Access Control (Formal representation of Security Policies)
• Mechanism of Access Control (Procedure for
enforcing the Access Control).

The purpose of access control in a computer
system is to control whether a subject, like a
process or a user is able to perform an operation
e.g., read, write, execute or delete etc. on an object
like, a row in a table, a file, a service, or any other
resource of the system according to a pre-defined
access-policy. The right to perform an operation on
an object is called permission. Access control
policies define the subject’s permissions in a
system to enforce the security of an organization.
These policies are organized based on an access
control model. The model may add middleware
concepts between subjects and permissions to
organize policies. These middleware concepts are
selected from tasks, groups, roles, attributes or
labels etc. The aim of this is to make policies,
management, and definitions easier, fitting in as
best as possible with the internal structure and
needs of the protected system [2]. Informally,
access control means to decide “who can do what.”
Access control is the most basic and most pervasive
security mechanism in computer systems. In access
control, the major tasks involved are: allowing
access, denying access, limiting access and
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revoking access. Among these tasks, most access
control issues can be described.
This paper provides an appraisal of various works
reported in the literature related to privacy issues in
web services access control.
2

PRIVACY IN WEB SERVICES ACCESS
CONTROL

The recent popularity of online web services has
changed our notions about how information is
exchanged among clients and business enterprises.
Due to this penetration of web services in all
aspects of our lives, trust in these services is a must.

It can be achieved only when the network and
service providers can guarantee the security and
privacy of all the involved parties. Due to the ever
increasing number of web services available
through the Internet, the privacy as a fundamental
human right is endangered. In collaborative web
services scenarios, different access control policies
of certain services may result in processes which do
not run smoothly. Bryans et al. [3] [4] evolved a
concept of development of access control policies
in such situations. In this concept a process with
certain access control requirements is generated
through a common consensus thereby being able to
detect and prevent errors or contradictions.

Fig. 1. Evolution of Access Control Policies in Dynamic Coalitions (adapted from: [5])

The same authors in [5] [6] used specification
language VDM to create a basic formal model of
dynamic collaborations. Their models consist of
data types as well as operations and invariants over
these types. They replicated the structure of the
XACML model (a de facto standard for access
control systems) in their formal representation of
the model and provided for a faithful semantic
interpretation.

The authors also demonstrated the practicability
of their modelling approach.
The work presented in [7] extended this approach
to cover both structure and process properties in a
single formalism, i.e. Abstract State Machines
(ASM) and there by created the means to formally
analyse dynamic coalitions. We have listed down a
few general privacy aware access control models
and their contributions as reported in literature.
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Table 1: Privacy Aware Access Control Models.
Research Work
Multi-domain and privacy-aware role
based access control in e-health [8].

Key Features
Provides support for multiple
domains and meta information.
Extends
coreP-RBAC
with
automatic user to role assignments
driven by preconditions on roles, that
is, role provisioning and a flexible
data specification through the use of
data profiles.
Proposed
an
approach
for
representing purpose information,
which results in low storage
overhead, and exploited query
modification techniques to support
access control based on purpose
information.

Contributions
The
Privacy-Sensitive
Data
Permission (PDP) binds together the
access purpose and the obligation
consequential to the access.

PuRBAC: Purpose-aware role-based
access control [10].

Defined purpose as an intermediary
entity between role and permission.
Users can only exercise permissions
assigned to an asserted purpose,
which itself should be authorized
through assignment to the user’s
active roles.

Supports constraints and obligations
with clear semantics for enforcement
and leverages hybrid hierarchies for
roles and purposes for enforcing fine
grained purpose and role based
access control to ensure privacy
protection.

A conditional role-involved purposebased access control model [11].

Defined conditional purpose as the
intention of data accesses or usages
under certain conditions. Allows
users using some data for a certain
purpose with Conditions.
Defined access control rules at any
level of abstraction and in enabling a
verification procedure, which results
in
inherently
privacy-aware
workflows, thus fostering the
realisation of the Privacy by Design
vision.
Focussed on the influential factors:
inquirer, purpose of disclosure
,access & control of the disclosed
information, location familiarity and
current activity of the user.

More
information
from
data
providers can be extracted while at
the same time assuring privacy that
maximizes
the
usability
of
consumers’ data.
Enables
the
specification
of
contextual authorisation policies and
expressive separation and binding of
duty constraints.

Purpose based access control for
privacy protection in relational
database systems [9].

A privacy-aware access control
model for distributed network
monitoring [12].

Privacy Analysis in Mobile Social
Networks: the Influential Factors for
Disclosure of Personal Data [13].

A privacy-aware
system [14].

access

control

Categorized privacy-aware policies
into access control, release and data
handling policies.

Exploiting cryptography for privacyenhanced access control: A result of
the prime project [15].

Describes two key elements of the
PRIME identity management systems
i.e. anonymous credentials and policy
languages that fully exploit the
advanced functionality offered by
anonymous credentials.

Since in web services paradigm, various
distributed heterogeneous web services collaborate
to serve user’s request, privacy preserving access
control is a much more tedious job in such
environments. We have listed down a few

Addressed the issue of granularity of
data labelling, that is, the units of
data with which purposes can be
associated.

Provided insight into influential
factors of human data disclosure
decisions,
by
presenting
and
analysing results of an empirical
investigation comprising of two
online surveys.
Presented a privacy control module in
charge of managing, integrating, and
evaluating access control, release,
and data handling policies.
Motivates the need for privacy
enhancing identity management
solutions
and
gives
concrete
requirements for such a system.

prominent works in this domain as reported in
literature.
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Table 2: Prominent Access Control Models for Distributed Collaborative Environment
Research Work
Building access control policy model
for Privacy Preserving and Testing
Policy Conflicting Problems [16].

Trustbac:
integrating
trust
relationships into the RBAC model
for access control in open systems
[17].

Access control enforcement for
conversation-based web services
[18].

A role based access control for web
services [19].

An Access Control System for Web
Service Compositions [20].
Access control for collaborative
systems: A web services based
approach [21].

Delegation in
control [22].

role-based

access

A delegation model for extended
RBAC [23].

Verification of privacy requirements
in Web services composition [24].

3

Highlights
Proposes a purpose-based access
control
model
in
distributed
computing environment for privacy
preserving policies and mechanisms
and describes algorithms for policy
conflicting problems.
Extends the conventional role based
access control model with notion of
trust levels. Users are assigned to
trust levels instead of roles based on a
number of factors like user
credentials, user behaviour history,
user recommendation etc. Trust
levels are assigned to roles which are
assigned to permissions as in role
based access control.
Introduces a novel concept of ktrustworthiness where k can be seen
as the level of trust that a web service
has on a client at any point of their
interaction. The greater the level of
trust associated with a client, the
greater is the disclosure.
Deals with two types of access
control: SWS-RBAC (for single
services) and CWS-RBAC (for global
services).
Proposes a policy composition
framework that integrates the RBAC
policies of multiple domains.
Specifies
local
as
well
as
collaboration access control rules and
enforces security policies by applying
Web services mechanisms (XML,
SOAP, UDDI and WSDL).
Shows that the use of administrative
scope for authorizing delegations is
more efficient than using relations.
Also discusses the enforcement and
revocation of delegations.
Uses contextual permissions the
administrator and users define
complex conditions to deal with
delegation and revocation features
and to restrict the delegation scope.
Uses privacy policies to specify the
privacy privileges of a services
composition and models the interface
behaviours of services by extending
the interface automata to support
privacy semantics.

CONCLUSION

The focus of this paper was to introduce the
preliminary concepts of privacy issues in access
control process for web services to establish

Contributions
Provides efficient conflict checking
algorithms and their implementation.

Incorporates the advantages of both
the role based access control model
and credential based access control
models.

Proposes a conversation-based access
control model that enables service
providers to retain some control on
the disclosure of their access control
policies while giving clients some
guarantees on the termination of their
interactions.
Proposes an efficient role-mapping
mechanism to maintain the autonomy
of roles between providers.
Facilitates secure information and
resource sharing in a collaborative
environment.
Discusses the most important
approaches that emphasize access
control
in
collaborative
environments.
Applies delegation in the context of
workflow systems.

Provides means to express various
delegation and revocation dimensions
in a simple manner.

Formally verifies whether the
behaviours of a services composition
satisfy the privacy policy constraints.

concretely the various aspects of the paper’s
objectives and how to achieve a practical, effective
and rigorous developmentframework for creating
access control model for web services with
confidence. A comprehensive study of various
works of this arena, reported in literature, is
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provided as a bird’s eyeview. To the best of our
knowledge, no such appraisal as a collective work
is available till date. This work will help the
researchers of this area to have a look at various
models available in order to easily identify the
research gaps and get a single point of focus.
4
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