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ABSTRACT 

 

Radio frequency identification (RFID) is a wireless technology used to identify objects at distance using 

radio waves. RFID has wide area of applications such as inventory management, production process 

monitoring, assembly process control, access control and security, toll collection at highways, shipping  

operations at ports, wild animal tracking, livestock tracking, and improving safety at hazardous areas. This 

paper presents an overview of the state of art of the RFID system, its applications, architecture, and 

challenges in deployment in order to highlight its implementation and for further investigations. 
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1 INTRODUCTION 

RFID is a technology allowing objects to be 

automatically identified, monitored and tracked 

using radio frequency signals [1-2]. Its history 

reverses back to the Second World War when a 

friend-or-foe military identification system used it 

to discriminate the genuine aircrafts from foreign 

ones. In the last decades the RFID technology is 

integrated in many applications such as inventory 

management, production process monitoring, 

assembly process control, access control, shipping 

operations at ports, livestock tracking, and 

improving safety at hazardous areas. 

The RFID technology has a lot of advantages 

over other identification technologies (e.g. 

barcodes). These advantages can be summarized as 

follows: 

 No line of sight 

The important feature of the RFID system is that 

the identification is done using contactless tags. 

The communication between tags and reader does 

not require a line of sight which allows objects to 

be identified at distance from the reader. Therefore, 

objects need not be aligned toward the reader as in 

the barcode system. 

 Work in harsh environment 

The RFID capabilities can be integrated in the 

process of drilling for gas and oil [3, 4] for tracking 

and monitoring of drilling equipment. The RFID 

system can also be very useful in environments of 

high temperature and pressure, and for monitoring 

of and inspection for radioactive and nuclear 

materials. 

 Data retrieval 

The tag circuit may incorporate some memory 

chips to store specific data about the object attached 

to the tag. The stored data can be retrieved back by 

interrogating these tags; it may be updated, and 

stored in again. Also there might be some sensors 

built in the tag circuit for recording readings about 

the events that happened to the object at certain 

intervals to obtain a complete history about the 

tracked object. This will be beneficial in assets 

tracking and monitoring applications. 

 Cost effectiveness 

With growth in technology, the components of 

the RFID system will be very cheap and the system 

will be deployed in wide area of applications. Also 

the passive RFID system is not application-specific 

which mean that tags may be attached to any 

object. 
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 Robustness 

The RFID system is robust against environmental 

conditions such as dirt, friction, moisture which 

have bad impact on the barcode system. The RFID 

tagged objects can also be read when they are 

packed. 

 Fast identification 

The RFID system provides a fast identification 

speed due to the capability of reading many tags 

simultaneously which is very useful in ubiquitous 

identification applications. 

 High efficiency 

The RFID system achieves high identification 

efficiency because the identification process runs 

automatically which makes it robust against human 

errors. 

This paper is organized as follows: section2 

presents the applications of RFID system. The 

RFID system components are explained in section3. 

Section4 explains the operating frequency bands. 

The communication principles of RFID system are 

explained in section5. The challenges of RFID 

system implementation are explained in section6. 

Conclusions are drawn in section7. 

 

2 APPLICATIONS OF RFID SYSTEM 

 

The RFID technology is an evolving technology 

that has wide range of applications due to its data 

capturing, storing, processing, and retrieving 

capabilities. These capabilities allow the RFID to 

invade almost all industries. The applications of the 

RFID system can be explained as follows: 

 

3.2 Access Control 

The implementation of the RFID technology on 

access control systems will facilitate and fasten the 

control process because multiple tagged objects can 

be scanned at the same time. The RFID can also be 

used in car keys in which the RFID tags are 

embedded into the keys and the RFID readers are 

incorporated into cars to make the door of the car 

opens automatically. 

 

2.2 Automatic Toll Collection 

Another application of the RFID system is in the 

collection of toll at gates in which tags are placed 

into cars and read by a reader without stopping the 

driver. This makes the crossing process easier and 

the payment process faster which increase the 

overall accuracy of the payment system. 

 

2.3 Retailing Industry 

One of the applications of the RFID system is in 

retailing industry for monitoring of all products in 

the stores which will be very useful in avoiding 

products shrinkage, and increases the accuracy of 

inventory management system. 

 

2.4 Library Management 

The RFID is a promise technology in library 

management systems [5,6] because many tagged 

books can be checked out at the same time, and the 

status of all books within the library can be tracked 

all the time which facilitates the management 

operation, and reduces the time needed for finding 

books location. 

 

2.5 Health Care 

The capabilities of the RFID technology can also 

be integrated into hospitals on the monitoring of 

patients with handicaps and special disabilities to 

be able to protect them all the time. Another 

application is in the monitoring of medical 

equipment to prevent any unauthorized usage 

which may cause damage, and protect them from 

being stolen. The FRID technology can also 

improve the process of monitoring the health status 

of patients by keeping monitor their implanted 

RFID tags and their medications to be able to 

update the medical reports. This will cost effective 

and reduce the human errors [7, 8]. 

 

2.6 Airports and Postal Package Tracking 

One of the important applications of the RFID is 

in passports in which RFID chips are implemented 

into passports to store the data which will increase 

the efficiency of the travelling services by 

facilitating the authentication process at airports. 

The RFID can also be implemented at airports for 

tagging travellers and baggage to facilitate the 

tracking of baggage [9] and in tracking of postal 

packages to increase the efficiency, and protect 

privacy of the postal services. 

 

2.7 Smart Shelf Applications 

One of the applications of the RFID in industry is 

the smart shelf operations [10, 11] in which all the 

items on the shelf are tagged and scanned by RFID 

readers. These readers are connected to a computer 

system to store the information, for further 

processing. This will be helpful in determining the 

items in the stock, and to make reports of the 

required ones. 

 

2.8 Monitoring of Nuclear Materials 

The Atomic Energy Agency emphasizes the 

protection of nuclear material from unauthorized 

removal or sabotage [12]. The implementation of 
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an RFID system for monitoring and tracking of 

nuclear materials will enhance safety and security; 

protect humans and materials; and provides overall 

efficiency [13].The application of the RFID 

technology into nuclear facilities attracted many 

researchers in recent years [14-24]. 

 

3 COMPONENTS OF THE RFID SYSTEM 
  

An RFID system generally consists of tags 

(transponders/ data-carrying devices), a reader 

(interrogators), and a middleware. The block 

diagram of the RFID system is shown in Fig.1. 

 
Fig. 1.the block diagram of the RFID system [1]. 

 

3.1 RFID Tags 

Tags are small labels attached to or embedded in 

the objects to be identified and they collect all the 

information about the object. Each tag has a unique 

identification number (ID) used in the 

identification. The ID of the tag is about 64 or 96 

bits described by the EPC global consortium that 

defined the standards for RFID tags and readers 

[25]. Tags are interrogated when they are in the 

interrogation zone of the reader. 

 

3.1.1. Types of Tags 

Tags are categorized according to their activation 

power into three types [1, 2] as follows: 

 Passive Tags 

Passive tags have no power source and get the 

energy to be activated from a radio frequency signal 

received from the reader. The energy of the radio 
frequency signal initiates the connection between 

the reader and the tag is established. They send 

their response to the reader by backscattering the 

received signal from reader. Their reading distance 

is limited from few centimeters, to a few meters. 

According to the passive nature of these tags, they 

have a small size allows them to be easily attached 

to objects, and low cost which make them suitable 

for item-level tagging. Their life span is long 

because there is no need for battery exchange. 

 Semi-passive Tags 

Semi-Passive Tags have a battery used to activate 

the internal circuitry and to provide it with the 

power which makes it keep monitoring of the 

tagged object state when the reader is off .semi-

passive tags may incorporate some sensors used to 

record the status of the tagged object. They cannot 

set a connection unless they received signal from 

the reader to establish the communication. Their 

reading range is of few meters. The inclusion of a 

battery results in a short life-span. 

 Active Tags 

Active tags have their own power source. They 

can sense the communication channel and detect 

collisions if exist. They have higher cost and larger 

size than passive tags. Active tags have a reading 

range of about several hundred meters. They 

contain large memory to store information about 

the tagged objects. These tags are the most 

expensive tags so they are used for tagging high 

value items. 

Tags can also be classified according to the 

incorporated types of memory chips as [2]: 

 Read Only Tags 

These tags contain a memory cell with storage 

capacity of about 64 bits to store permanent 
data which cannot be modified. These data include 

the identification information of tag (a unique serial 

number made up of several bytes). These tags have 

low cost, low power consumption, and a small size. 

Read-only tags can work at all RFID frequencies. 

 Read-Write Tags 

These tags have memories with greater storage 

capacity to store information that may be updated 

during the life cycle of the tagged object. These 

tags are more expensive than read-only tags. 

 Write Once-Read Many Tags 

These types of tags allow the data to be stored 

once but cannot be further altered. 

 

3.1.2 Tag Architecture 

RFID tag circuit consists of a control unit and an 

antenna. It may incorporate some sensors and 

memory cells. Memory cells used to store the ID of 

the tag and any other information specific to the 

object attached to the tag. The control unit is used 

to enable the tag to recognize the reader commands, 

modulate the response signal by its ID to send it to 

the reader, and to demodulate the reader queries [2]. 

The control unit enables the reader to read from or 

write on tags. 

The antenna is used to transmit the signal to/from 

the reader.     The tag circuit diagram is shown in 

Fig. 2. 
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Fig. 2.The block diagram of the tag circuit 

3.2. RFID Reader 

A reader can interrogate tags when they are in 

its interrogation zone. It sends a request command 

to all tags and they respond with their IDs.  The 

reader interrogation zone can be defined as the 

effective area around the reader at which it sends 

and receives signals to and from tags so it can 

identify them correctly. RFID readers may be fixed 

or of mobile types. The block diagram of the RFID 

reader is shown in Fig. 3 as [26]. The HF interface 

block is responsible for providing the RFID tags 

with power, modulating the query signal to be 

transmitted to the tag, and receiving and 

demodulating the response signal from the tags. 

The control unit block is responsible for the 

communication and the execution of the 

middleware commands. 

The reader specifications are dependent on the 

types of the used tags as follows [27]: 

Readers for passive tags emit high power of to 

energize the tag circuit, provide short read ranges of 

few meters with capability of identifying many tags 

simultaneously. 

Readers for active tags emit low power because 

active tags have their own battery with long reading 

range. 

 

 

Fig. 3.The block diagram of the reader [26]. 

 

3.3. RFID Middleware 

The RFID middleware is software used as an 

interface between the reader and the database 

system where the gathered data is stored. The main 

functions of the middleware [28] are: 

   Filter, process, and send the collected data to 

the database system, handling all the hardware 

of the RFID system and its related parameters. 

 Providing an interface for to enable external 

applications to access the RFID data. 

The requirements that need to be taken into 

consideration when architecting middleware are 

explained [29-30]. 

 

4 OPERATING FREQUENCIES 

 

The RFID system operates in four frequency 

bands described as [31]: 

 Low frequency band 

Low Frequency (LF) band operates at (125-134) 

KHZ. This band is suitable in applications such 

as asset tracking, access control, and animal 

tracking. This range provides short read range, 

and lower system cost 

 High frequency band 

High Frequency (HF) band operates at (10-15) 

MHZ with 13.56 MHZ is the common 

frequency. This range provides larger read 

range than the LF band.  

 Ultra high frequency band 

Ultra High Frequency (UHF) band operates at (850-

950) MHZ. The UHF band provides a larger 

read range with great reading speed. 

 Microwave frequency band 

Microwave Frequency band operates at (2.4-2.5) 

GHZ specifically at 2.45 GHZ. 

The operating frequency impacts the system 

reading range, and on the propagation of 

signals, and it is dependent on the system 

infrastructure. 

The relation among the reading range, the 

reflected power, and the operating frequency can be 

expressed as [1, 31]: 

The relation between the reading range, the 

reflected power, and the operating frequency can be 

expressed as [1, 31]: 
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Where R is the reading range,   is the wave 

length,    is the reader transmitted power,    is 

the antenna gain of the reader,     is the 
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The reflected power density    is expressed 

as [1, 31]: 
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5 READER TO TAG COMMUNICATION 

 

The communication between the reader and the 

tag is accomplished using magnetic (inductive) 

coupling or electromagnetic (back-scattering) 

coupling. The magnetic coupling is a near field 

communication system operates at LF and HF 

frequencies where magnetic field of the reader 

antenna induces voltage on the tag antenna used to 

power the tag circuit as shown in Fig. 4.  

The electromagnetic coupling is a far field 

communication operates at the UHF, and 

Microwave frequencies where the reader antenna 

radiates electromagnetic waves used to activate the 

tag circuit. Once the circuit gets the activation 

 

 

Fig. 4. Magnetic Coupling. 

Power it backscatters the wave in accordance with 

its data.  The electromagnetic coupling is shown in 

Fig. 5. 

 

 

Fig. 5. electromagnetic Coupling. 

 

6 RFID CHALLENGES 

 

Even though the RFID technology is now being 

used very successfully, there are many limitations 

that restrict the application of the RFID technology 

as shown in Fig. 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6. RFID challenges. 

These limitations are explained as follows: 

 
(1) 6.1. Security 

The RFID Security is a technological challenge 

due to foreign attacks on the RFID data. These 

attacks include: 

 Listening is the process by which additional 

readers are settled to get the data of tags. 

 Man-in-the-Middle (MIM) is a threat where a 

device claims to be a tag or a reader among the 

actual tags and readers. 

 Tag disabling is a threat done by foreign readers 

to deactivate a tag so as not to be interrogated 

again.  

 Tag cloning is the threat of copying the data of 

a tag to another tag to get the authorities of the 

original tag. 

Many scientific solutions were proposed to 

overcome this intrusion problem such as 

Encryption [32-35]. But there is another challenge 

in providing cryptographic operations for RFID 

tags as such kinds of low-cost device unable to 

perform basic encryption operations because these 

tags have a little rewritable memory with no 

computing capabilities.  Other solutions for 

mitigating the security challenge can be found in 

[36-39]. 

6.2. Privacy 

Privacy is an RFID challenge which threatens the 

individuals’ rights. Although RFID tags are used to 

increase the security it may also be read by other 

readers to track, and locate individuals during their 
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life such as tagged clothes when purchased without 

removing tags. These tags can be considered as a 

threat to individuals’ privacy. 

A large number of studies [40-42] have been 

conducted to ensure maximum privacy of an 

individual, including: 

 Re-writing and blocking algorithms that 

writes a new random number on the tag 

memory to prevent the tagged object from 

being tracked so as to preserve person’s 

privacy. In blocking algorithms tags in the 

interrogation zone of the reader are blocked 

from being read. 

 Killing and sleeping algorithms  

The killing operation aims at deactivating tags so as 

not be read again. The sleeping operations make tags 

inactive until they are activated again by the reader. 

 Privacy protection methodology in which a n 

RFID device used to spoil the RFID signals to 

prevent the tag from being identified which 

preserves the privacy. 

 

6.3. Health and safety aspects 

When implementing RFID systems into facilities 

(i.e. Health care systems at hospitals), the 

maximum exposure rate which is frequency 

dependent should be taken into account before 

setting the RFID antennas. 

 

6.4. Total Cost 

The total cost of RFID system include the cost of 

tags, readers, software, network technology, and the 

manual effort to install,  apply, and the training for 

using the technology. There is also another cost for 

the integration of the RFID technology with the 

existing systems because there is a need to redesign 

these systems to get the benefits of the RFID 

technology. This may require entire processes 

change. But with growing and more adoption, the 

costs of RFID devices will quickly diminish, and 

that will lead to more benefits and further adoption. 

 

6.5. Data characteristics 

There are many characteristics associated with the 

nature of RFID data). These challenges include: 

 Low Level Data refers to the raw observational 

readings being recorded by the RFID Reader. 

 Missed Reads in which a tagged item is present 

in the interrogation zone of the reader but not 

read. 

 Wrong Reads in which data is captured where 

it should not resulting in the data set not 

reflecting events which are actually taking 

place. 

 Duplicate reads in which a tagged item is 

stored twice in the database while it should be 

stored once. 

 

 High Data Volumes of RFID data: There are 

large volumes of raw data that need to be 

processed at the reader due to scanning tags 

many times, and that data need to be 

retrieved from a central data base which is very 

difficult task that limits the large scale 

implementation of the RFID systems [27]. 

 

6.6. Collision 

One of the most common challenges in the 

deployment of RFID systems is the collision 

problem. The collision in the RFID system can be 

classified into two types they are: tags to reader and 

reader to reader collision. 

 

6.6.1. Tags to Reader Collision 

A tag to reader collision occurs when a reader 

sends a request and multiple tags in its interrogation 

zone respond simultaneously. Hence signals from 

all tags collide, cancel out each other and none of 

these tags can be identified. This type of collision 

reduces the reading rate, increases the identification 

delay, and wastes the energy and the bandwidth. 

The tag to reader collision is shown in Fig. 7. 

Manny techniques have been developed to avoid 

collisions in the RFID systems called anti-collision 

protocols.  These protocols can be classified into 

four categories [27] as follows: 

Time Division Multiple Access (TDMA), 

Frequency Division Multiple Access (FDMA), 

Code Division Multiple Access (CDMA), and 

Space Division Multiple Access (SDMA). TDMA  

protocols are the common anti-collision techniques 

where the communicating tags share the 

transmission time to send their responses to the 

reader. TDMA protocols are separated into two 

types as: 

b) 6.6.1.1. Tag driven protocols 

In tag driven protocols, tags declare their selves to 

the reader by randomly sending their IDs. These 

protocols include the pure Aloha, and its 

modifications such as: 
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Fig. 7. Tags to reader collision [43]. 

 

 Pure Aloha with Muting in which the read tags 

are silenced by a muting command from the 

reader. As shown in Fig. 8. There are three tags 

T1, T2, and T3. Tag T1 is muted after being 

read [43]. 

 Pure Aloha with Fast Mode: When the reader 

detects that transmission begins from one tag it 

sends a silence command to the other tags to be 

deactivated until the first tag finish its 

transmission [43] as shown in Fig. 9. 

 Pure Aloha with slowdown in which the reader 

reduces the transmission rate of some tags to 

avoid the collision problem, as shown in Fig. 

10. 

6.6.1.2. Reader driven  anti-collision Protocols 

The reader driven TDMA protocols are 

summarized in Fig.11 as: 

 Slotted Aloha protocols: Tags transmit their 

IDs into separate time slots, and collision 

occurs at the boundaries of time slots as 

shown in Fig. 12. 

 Framed Slotted Aloha Protocols: In these 

protocols the transmission time is divided into 

frames and each tag transmits once per frame. 

The frame size may be fixed as in Basic frame 

slotted aloha or variant as in dynamic frame 

slotted Aloha. 

 Tree  Splitting protocols: In tree splitting 

protocols the tags are separated into Subsets 

until each subset contains one tag to be 

identified as shown in Fig. 13. 

 
 

Fig. 8. Pure Aloha with Muting [43]. 

 

 

Fig. 9. Pure Aloha with Fast Mode [43]. 
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Fig. 10. Pure Aloha With Slow Down 

 

 Query tree protocol 

Fig. 14 describes the query tree protocol in which 

the reader sends query; and tags that match that 

query respond, the process repeats until all tags are 

identified in separate rounds. 

 

Fig. 11. Reader driven protocols[43]. 

 
 

Fig. 12. Framed Slotted Aloha [43]. 

 

 
Fig. 13. Tree Splitting Protocols [43]. 

 

6.6.1.3. Reader to Reader Collision 

Reader to reader collision occurs when multiple 

adjacent readers broadcast their signals on the same 

frequency channel at the same time. This causes 

interference of the interrogation zones and reduces 

the effective interrogation area of readers which 

results in wasted resources. So for deploying 

multiple readers in a facility, these readers need to 
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be well aligned to overcome the collision problem. 

Many algorithms have been developed to avoid this 

type of collision such as frequency hopping, and 

dynamic resource allocation. The reader to reader 

collision is shown in Fig. 15. 

 

 

Fig. 14. Querry Tree Anti-collision Protocols [43]. 

 

 

Fig. 15. Reader to Reader Collision. 

 

6.7. Environmental impacts on tag performance 

The performance of the RFID system is affected 

by the dielectric and metals surrounding the tag. So 

the RFID components should be designed taking the 

environmental aspects into consideration [44]. 

 

7 CONCLUSION 

RFID is an evolving technology that can be 

applied in a wide area. This paper presents a 

detailed survey on the RFID technology, its basics 

and applications. The paper also explains the 

various challenges in deployment of this 

technology, and the existing solutions to combat 

with these challenges. The future work will be in 

the analysis of the RFID system performance and 

on the development of an RFID-based nuclear 

monitoring system that can withstand these 

challenges. 
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